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NOTE BY THE SECRETARIAT

1. This Draft Recommendation contains Guidelines developed
by the Committee on Consumer Policy’s (CCP) Working Group on
Cross-border Remedies. It is intended to address a number of the
cross-border enforcement challenges described in the preliminary
report by the Working Group [DSTI/CP (2001) 7] and discussed at
the Forum Session held on 14 March 2002. The Guidelines have been
styled as a recommendation of the OECD Council, with the
expectation-that, if the Committee can develop a consensus text, it
will be forwarded to the Council for approval.

2. Prior drafts and informal comments from Working Group
participants are posted on the CCP electronic discussion group. This
latest draft has been assembled by the Secretariat and attempts to
incorporate the last round of Working Group comments. Because it
was not possible in all cases to reconcile Working Group comments,
parts of the text are enclosed in square brackets to highlight areas
where there are alternative suggestions. In addition, several
suggestions regarding the format of the draft from the Secretariat
have been included in footnotes.

3. Delegates are encouraged to circulate this document widely to
appropriate government ministries so that the Committee can have a
fully informed discussion at the October meeting. Delegates are
invited to provide written comments to the Secretariat in advance of
the CCP meeting. Comments received by 27 September 2002 will be
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compiled in a room document prepared for use during discussion of

this item at the meeting.

WORKING GROUP DRAFT: RECOMMENDATION OF
THE COUNCIL CONCERNING GUIDELINES FOR
PROTECTING CONSUMERS FROM CROSS-BORDER

FRAUD AND HARD-CORE DECEPTION

THE COUNCIL,

Having regard to the convention on the Organisation for
Economic Co-operation and Development of 14* December 1960, in
particular, Article 5 b) thereof;

Having regard to the Ministerial Declaration on Consumer
Protection in the Context of Electronic Commerce of 8 October
1998[C (98) 177 (Annex2) |;

Having regard to the OECD Recommendation concerning
Guidelines on Consumer Protection in the Context of Electronic
Commerce, adopted by the Counil on 9 December 1999[C (99)
184/FINAL], which states that member sountries should, through
“their judicial, regulatory, and law enforcement authorities co-operate
at the international level, as appropriate, through information
exchange, co-ordination, communication and joint action to combat

cross-border fraudulent, misleading and unfair commercial conduct”;
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Having regard to the Decision of the Council on the OECD
Guidelines for Multinational Enterprises of 27 June 2000{C (2000)
96/FINALLJ;

Having regard for the work done by the International Marking
Supervistion Network (IMSN) to tackle cross-border fraud and hard-
core deception, and in particular the IMSN Findings on Cross-Border

Remedies, available at www.irnsnricc.org;o

Recognfsing that the development of the Internet and
improvements in telecommunications technologies, while facilitating
the golbalisationo of markets through cross-border transactions, also
provide unprecedented opportunities for businesses and individual
engaged in fraud and hard-core deception to harm consumers from a

different jurisdiction and to evade enforcement authorities;

Recognising that there are areas where the collective ability of
consumer protection agencies to protect consumers is limited, and
that the growth of e-commerce in particular will make these

limitations increasingly problematic;

Recognising that most existing laws and enforcement methods to
address fraud and hard-core deception against consumers were
developed at a time when such fraud and hard-core deception was
predominantly domestic, and that such laws are therefore not always
adequate to address the emerging problem of cross-border fraud and

hard-core deception;
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Recognising that businesses and individuals engaged in fraud or
hard-core deception may seek to take advantage of limitations in
cross-border application and enforcement of consumer protection
laws by establishing their operations in one country and targeting

consumers in others;

Recognising that fraud and hard-core deception undermines the
integrity of both domestic and global markets to the detriment of all
businesses and consumers, and undermines consumer confidence in

those markets;

Recognising that closer co-operation among consumer
protection agencies around the world is needed to combat fraud and
hard-core deception that emanate from one country and harm

consumers in others;

Recognising that, because those committing cross-border fraud
and hard-core deception can quickly target large numbers of
consumers and cause substantial consumer injury, consumer
protection agencies should find quick, efficient ways to co-operate in
order to combat these schemes effectively;

Recognising that, although member countries have different
consumer protection laws and enforcement processes, there can be a
common framework for the development of closer co-operation
among consumer protection agencies in combating fraud and hard-

core deception; and
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Recognising that closer co-operation in combating fraud and
nard-core deception can lay the groundwork for enhanced co-

operation on other consumer protection issues in the future;

RECOMMENDS:

That consumer protection agencies in member countries, having
a common interest in prevening fraud and hard-core deception,
should co-operate with one another[, as appropriate,] in enforcing

their laws against such practices.

That member countries should work to develop a framework for
closer co-operation among consumer protection agencies that

includes:

—[Establishing a domestic framework for combating cross-

border fraud and hard-core deception;]

—Enhanced information sharing, and other investigative

assistance, co-operation and consulation;

—[Broader authority][Betty ability]to protect domestic
consumers from foreign businesses engaged in fraud and

hard-core deception;
—[Broader authority][Better ability]to protect foreign

consumers from domestic businesses engaged in fraud and

hard-core deception;
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—[Better ability to obtain][Enhanced procedures for obtaining]
monetary redress for affected consumers

—[Outreach to non-member economies; and]

—[Co-operation with the third parties where appropriate;]

That member countries should seek to implement these
Recommendations, as set forth in greater detail in the Guidelines
contained in the Annex thereto and of which in forms an integral part;

INSTRUCTS the Committee on Consumer Policy to exchange
information on progress and experiences regarding the

implementation of this Recommendation, review that information,
and report to the Council within three years on this subject.
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GUIDELINES
L. Definitions

A.For the purposes of this Recommendation, “fraud and [hard-
core] [serious] deception” means:

1.A pattern or practice of making misrepresentations of
material fact, including implied factual misrepresentations,
that cause or are likely to cause, (a) significant financial
injury to consumers or (b) a significant risk to consumer
health or safety;

2.Systematically failing to deliver products to consumers
after they have been charged for such products; or

3.Systematically charging consumers’ financial, telephone or
other accounts for products or services without
authorisation.

B.For the purposes of this Recommendation, “consumer
protection agency” means one or more [independent] national
public bodies specifically responsible for [taking investigative
or enforcoment action to protect consumers][protecting
consumers] from fraud and hard-core deception[, either alone
or in conjunction with the authority to protect consumers form
anti-competitive practices,] in member countries where such

bodies exist; and in other member countries, organisations
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charged with[taking investigative or enforcement action to
protect consumers|[protecting consumers] from fraud and
hard-core deception in accordance with the criteria laid down
by their national law.

IL[Domestic] Framework for combating cross-border fraud
and hard-core deception
A.The consumer protection laws of member countries should be
effective in halting and deterring fraud and hard-core
deception. [In particular,] such laws should provide for:
L.Effective sanctions, of a kind and at a level adequate to
deter businesses and individuals from engagine in fraud and
hard-core deception;

2.Effective [procedures][mechanisms] to stop wrongdoers
engaged in fraud or hard-core deception; and °

3.Effective [procedures][mechanisms] to obtain monetary
redress for consumer victims of fraud and hard-core
deception.

B.Member countries should[,as appropriate,] seek to ensure that
their consumer protection agencies have the authority to take
rapid action, and to obain whatever evidence is necessary to
investigate and take action against fraud and hard-core
deception affecting their jurisdiction. [Such evidence may
include witness statements and relevant documents. ]
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C.Member countries should develop [mechanisms] [procedures]

for co-operation and information sharing|, as appropriate,]
between and among their consumer protection agencies, police
agencies, and other law enforcement authorities for the
purpose of combating fraud and hard-core deception.

D.Member countries should[review their laws][consider

reviewing their laws] [seek] to identify barriers to effective
co-operation in the enforcement of laws designed to protect
consumers against fraud and hard-core deception and consider

national legislatino, as appropriate, to overcome these barriers.

E.Member countries should educate consumers about fraud and

hard-core deception, undertaking joint initiatives as
appropriate. [Such initiatives could include intiatives with
regional economic integration organisation such as the
European Union.]9

I11. Principles for [international] co-operation
A.Member countries should improve their ability to co-operate

in combating cross-border fraud and hard-core deception. At
the same time, co-operation on particular investigations or
cases undere this Recommendation is within the discretion of
the consumer prtotection agency being asked to co-operate. A
consumer protection agency may decline to co-operate, or
limit or condition its co-operation on the ground that it

considers compliance with the request to be inconsistent with
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its laws, interests or priorities including resource constraints,
or the absence of mutual interest in the investigation or

proceeding in question,

B.[Member countries should take into account the effects of the
conduct of their own consumer law enforcement activities on

the important interests of other member countries. ]

C.[Consumer protection agencies][Member countries] should
consult with one another when disagreements as to co-

operation arise.

D.Member countries should[, as appropriate,] consider entering
into bilateral or multilateral arrangements or other initiatives
to implement this Recommendation.[Such arrangements can
include arrangements with regional economic integration

organisations such as the European Union.]

E.The co-operation contemplated by this Recommendation is not
intended to limit any other co-operation that may occur in
accordance with prior Recommendations of the Council or

existing co-operation agreements.g

IV.[Information sharing and co-operation]|[Notification,
information sharing, confidentiality and legal assistance]

A.Member countries have a common interest in preventing

cross-border fraud and hard-core deception, and should co-

244



IIEHEEREE (+—)

= SIFTS BVERMETEELTA o

B. 28EMABINLEEM » DA ER EibHs
BOBNAITEY - LR ~ BIHEMEREERR) by
Hit2 BB ESRELM - NBNEN &
BCARIB A BB ITOHENFI T B ; BREEY
178D - FOBEGBERY B -

ogégﬁgﬁﬁ%@ﬁﬁ-%%gﬁﬁﬁmﬁx”
ITEMDSNENEE - BRD=MEEHER Y,
%n%%%&%%ﬁfmﬁmxaﬁﬁmhA®7

B RS D DRI E SR EEMES

’Qﬁeﬁ&%Ih£WE§@@£% 2 0]

[ AHIRENE ) AR EME ] &

DE L 6YsE

EHIBT o f

BIR » EEBERNREENEE RS |
HhEEENESRBAR 0 (EOEN=FP)
DETHIE - | E

Bl ERESZNE

ol
|
o]

EESEERRAM T MIESR

operate with each other in enforcing their laws against such
practices through the sharing of relevant informaﬁon[, as

appropriate].

B.Member countries recognise the importance of promptlyf,
systematically and efficiently] notifying consumer protection
agencies in other member countries of enforcement actions
that affect those countries. The goals of such notification are
to simplify assistance and co-operatin under this
Recommendation; to avoid duplication of efforts; and to avoid

potential disputes.

A C.[Many consumer protection agencies have limited ability to

share information with foreign consumer protection agencies.
The ability to share such information is essential to fighting
cross-border fraud and hard-core deception.] Member
countries should strive to improve the ability of consumer
protection agencies to share information in matters involving
fraud and hard-core deception, subject to [appropriate
safeguards][section IV of these Guidelines]. In particular,
member countries should work towards enabling their
consumer protection agencies to share the following
information with consumer protection agencies in other
member countries[in appropriate instances]:
1.Publicly available information.

2 Information that the party providing the information has
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consented to share.
3 .Consumer complaints[,with the consent of the consumer].

4 Information about addresses, telephones, Internet domain
registrations, basis corporate data. and other information
permitting the quick location of those engaged in fraud and

hard-core deception; and

5 Documents and witness statements, when available,
obtained pursuant to compulsory proces|, subject to

appropriate safeguards. ]

D.Member coun‘u‘ies[should][shall]e take appropriate steps to
maintain confidentiality of information exchanged. [Certain
safeguards are appropriate in sharing confidential business
information and personal information.] Member
countries[should][shall], [to the fullest extent possible
consistent with that member’s laws,] respect procedural
safeguards requested by other member countries to protect

confidential or personal information shared with them.

E.To address the rapid rate at which those engaged in fraud and
hard-core deception can target a large number of consumers,
especially using the Internet, member countries should
[find][work towards finding] fast, efficient ways to share

information. For example, they should build on existing
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OECD projects to share information, including consumer
complaints and investigative information, through online
databases. They should also explore new projects for online

information sharing.

F.[Many consumer protection agencies have limited ability to

provide investigative assistance to foreign consumer protection
agencies.] Member countries should work toward authorising
their consumer protection agencies, when appropriate, to
obtain information, including documents and statements, and
otherwise provide investigative assistance for foreign
consumer protection agency investigations and actions, either
directly or through appropriate [mechanisms authorised by
judicial authorities][legal procedures], and subject to

appropriate safeguards.

G.[Consumer protection agencies and other law enforcement

agencies typically need to be able to locate those engaged in
fraud and hard-core deception in order to take effective action
against them. Member countries acknowledge that accurate
[domain name registration and e-mail routing information]
[information about holders of domain names] is important in
enabling the location of such businesses and their principals.
Therefore, member countries should co-operate with one
another and with domain name registrars and other relevant

stakeholders in insuring the accruacy of such information.]
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H.[Member countries should consider how consumer protection
agencies could use judicial orders obtained by a consumer
protection agency in another country to expedite the ability to
halt the same conduct in their own countries.]

V. Juisdiction to protect consumers

AMember countries acknowledge the importance of
overcoming limits on the ability of some consumer protection
agencies to take action against foreign businesses targeting
domestic consumers. Therefore, member countries should
work toward [giving their consumer protection agencies
adequate authority][enabling their consumer protection
agencies]to take action against foreign businesses engaged in
fraud and hard-core deception against their own consumers.

B.Member countries acknowledge the importance of overcoming
limits on the ability of some consumer protection agencies to
take action against their own businesses targeting foreign
consumers. Therefore, member countries should work toward
[giving their consumer protection agencies adequate authority]
[enabling their consumer protection agencies] to take action
against domestic businesses defrauding and deceiving foreign

consumers.
VI. Monetary remedies

AMember countries recognise that depriving fraudulent and
hard-core deceptive businesses of their ill-gotten funds can be
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an important deterrent to fraud and hard-core deception, and
appreciate the importance of providing [for the return of those
funds][redress] to consumer victims of fraud and hard-core
deception where possible. This issue is especially important
for cross-border transactions. Member countries should
[consider] [study the feasibility of] providing consumer
protection agencies with the authority to seek redress on
behalf of defrauded consumers [or to support defrauded

consumers seeking redress].

B.Member countries should [consider] [study the feasibility of]
allowing enforcement of judgements ordering redress across
borders in appropriate fraud and hard-core deeption cases.

- C.Member countries should study what might be feasible and

effective safeguards against the use of payment systems to
support cross-border fraud and hard-core deception and to
impede cross-border enforcement of consumer protection

laws.

D.Member countries should [, as appropriate,] examine
transnational legal structures that might be developed, either
on a bilateral or multilateral basis, to improve and broaden
existing procedures to effect timely cross-border freezes,
including when appropriate on an emergency basis, of assets
of businesses and individuals engaged in fraud and hard-core

deception.
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E.Member countries should consider authorising their consumer
protection agencies to gather and share information about
assets, in appropriate cases, in aid of a foreign consumer
protection agency’s action against fraud and hard-core

deception.

VII. Private-sector co-operation

Industry and consumer groups can be of valuable assistance in
fighting cross-border fraud and hard-core deception. Member
countries shouldp [, as appropriate,] encourage co-operation with
industry and consumer groups in furthering the goals stated in this
Recommendation. Such co-operation could include the referral of
complaints. It could also include co-operation from such third parties
as financial institutions and domain name registrars in halting fraud

and hard-core deception across borders.

VIII. Outreach to non-member economies
Member countries should invite non-member economies to
associate themselves with this Recommendation and to implement it,

with assistance where appropriate.e
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@ Secretariat note - References to the work of other international organisations
are unusual in a Council recommendation. If it is decided to retain the
reference to the IMSN, the Web site link might be moved to an explanatory
report or other backrground document.

@Seccretariat note - it is unusual to refer explicitly to another international
organisation in a Council recommendation.

@ Secretariat note - in a non - binding recommendation this type of disclaimer
may not be considered necessary. If retained, the disclaimer might be
reformulated as a “recognising..” clause and included in the preamble.

O Sccretariat note - the use of language that implies mandatory action may be
confusing in a non-binding recommendation.

@ Secretariat note - An invitation to non-member economies to “associate”
themselves with a Council recommendation typically contemplates a formal
process and considerable follow-up. More modest forms of outreach include
making the Recommendation “available” to non-member economies, or
inviting them to “take account of ” the Recommendation. In addition, the
language related to non-members is more commonly included in the

“Recommendation” section, rather than as part of the annexed Guidelines.
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'BEST PRACTICE EXAMPLES UNDER THE OECD
GUIDELINES ON CONSUMER PROTECTION IN THE
CONTEXT OF ELECTRONIC COMMERCE

DSTI/CP(2002)2/FINAL
17-May-2002
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FOREWORD

The OECD Guidelines for Consumer Protection in the Context
of Electronic Commerce (the Guidelines) provide basic principles for
consumers as they determine what fair business practices to expect
online, for the private sector as it develops self-regulatory schemes,
and for governments as they formulate and implement consumer
protections for electronic commerce. Approved and adopted on 9
December 1999 By the OECD, they represent almost two years of
drafting and consultation by consumer protection officials from

Member governments, business groups and consumer organisations.

Given the inherently international nature of the digital networks
and computer technologies that comprise the electronic marketplace,
the Guidelines grew from recognition that a global approach to
consumer protection is necessary to ensure that consumers are
afforded a level of safeguards in the emerging electronic marketplace
that are not less than those received in more traditional realms.

Upon the first year anniversary of the Guidelines, the Committee
on Consumer Policy convened a workshop “Consumers in the Online
Marketplace: OECD Workshop on the Guidelines - One Year Later”
(the Workshop). Through this Workshop, the Committee sought to
bring together many of the same representatives involved in the initial
writing process, in addition to other representatives - especially from

non-member countries. Gathering in Berlin on 13-14 March 2001, the
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task was to examine progress on implementation of the Guidelines
and to facilitate discussion on what the appropriate next steps would

be in the area of e-commerce consumer protection.

At the Workshop, the Committee found that the Guidelines have
had a positive impact on business policies and government action,
encouraging better consumer protection in the online arena. The
impact is expected to continue in the years ahead as implementation

activities continue.

From the Workshop and the 60th meeting of the Committee,
which followed the Workshop, it was decided that while it is
unnecessary to revise the text of the Guidelines themselves at this
time, some elaboration on the principles may be useful in order to
provide additional practical guidance to governments, businesses and
consumers. To this end, it was decided that such further explanation
could come in the form of best practice examples or a similar
document that provides an elaboration for a few discrete areas of the

Guidelines.

BEST PRACTICE EXAMPLES UNDER THE OECD
GUIDELINES ON CONSUMER PROTECTION
IN THE CONTEXT OF ELECTRONIC COMMERCE

All of the examples that follow are hypothetical situations. Each
example is meant to provide information on a discrete principle. Thus
its success and failure as it relates to the Guidelines only refers to the
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specific principle at issue. The example is not meant to show a
successful implementation of all principles in the Guidelines at the
same time. The plus (+) and minus (-) that precede the examples
indicate whether the business in the example implements or fails to

implement the Guidelines.
Information about the business

(+) A commercial Web site has a link on its home page that is
also accessible from every other page on its site. The link provides
information on the company including its legal name, which is also
the name under which it trades, its principal geographic address
where it accepts legal service of process, a telephone number, and an
e-mail address for questions related to sales and service. This site
implements principle IIIA of the Guidelines (information about
the business) because it provides the consumer with accurate, clear
and easily accessible information about itself sufficient to allow
identification of the business by both consumers and law

enforcement.

(-) An online computer company carries a seal from a well-
known and respected seal programme. The seal programme requires
seal holders to implement a variety of effective consumer policy
principles. The online computer company posts the seal on its site and
the seal can be viewed from anywhere on its site. If a consumer clicks
on the seal however, it does not provide a link to the seal
programme’s site. Nowhere else on the computer company’s site does
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it provide information on the seal programme. While the computer
company’s site may implement many of the principles of the
Guidelines because it is a member of an effective seal programme, it
fails to implement principle IIIA of the Guidelines (information
about the business) because it neither provides consumers with
appropriate contact details for the seal programme nor an easy
method of verifying its membership in the programme.

Information about the goods or services

(+) An online appliance store provides a three-dimensional
picture of all of its products. When a consumer clicks on the picture
the product rotates so that all sides can be viewed. The picture also
allows a consumer to narrow the view to be able to read product
information on the item. Related warranty and safety information is
provided via a link next to the picture as well as all information
relating to the size, colour and energy requirements necessary to
operate the product. This site implements principle IIIB of the
Guidelines (information about the goods or services) because it
provides the consumer with accurate and easily accessible

information describing the goods offered.

(+) An online clothing store provides static pictures of all of its
products, but includes fabric specifications, colour, and full sizing
charts. Because it provides the essential information about the goods
in text form, this site implements principle IIIB of the Guidelines
(information about the goods or services) even though it may not
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take full advantage of the latest technology in terms of visual

presentation.

(-) An online toy store sells an electronic doll that can wave its
hand and say “hello” in 15 languages. The site provides a clear photo
of the doll, specifies its actual size, and notes that it is hypoallergenic.
The site also mentions that it runs on batteries, but does not post the
specific type. In fact, the doll requires a battery that can only be
purchased in Japan and costs approximately JPY 1 000. This site
fails to implement principle IIIB of the Guidelines (information
about the goods or services) because it does not provide the
consumer with sufficient information to make an informed decision.

Information about the transaction
Currency

(+) A Mexican-based Web site provides information on its goods
and services in Spanish. The site explicitly specifies that its prices are
in Mexican pesos. This site implements principle IIIC of the
Guidelines (information about the transaction) because it clearly
identifies the applicable currency. Moreover, it will not confuse or
mislead a Spanish-speaking consumer who may hail from Spain
rather than Mexico.

(-) A US-based Web site provides information on its goods and
services only in English. While the site accepts only USD, it does not
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explicitly specify any currency with its prices. This site fails to
implement principle IIIC of the Guidelines (information about
the transaction) because it does not clearly identify the currency of
its goods and services. Moreover, it is possible that a consumer from
the United Kingdom would visit the site and assume because the site
is in English that the currency is British pounds.

TIP:

While the Guidelines call for a business to provide only the
applicable currency when offering cost information, technology now
provides sites the opportunity to easily and efficiently link to
currency converters. For Web sites marketing to foreign consumers,
providing this kind of information via links or other technological
means will help consumers to make an informed choice.

Costs

(+) While a consumer is making a purchase from a Web site, the
consumer has access to information via hyperlink, pop-up window,
drop-down menu, etc. on the specific cost amounts associated with
the various shipping options available, as well as general information
on the applicable tax and/or duty rates. This site implements
principle ITIC of the Guidelines (information about the
transaction) because it provides the consumer with an itemisation of
the specific costs collected and/or imposed by the business (e.g.
shipping costs) and notice of the existence of costs not collected
and/or imposed by the business (e.g. tax and/or duty rates).
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(+) When the consumer is making his final checkout and is
given the opportunity to review the items he is purchasing, the Web
site also offers information that the consumer may be responsible for
paying duty on the items to be purchased. The site does not, however,
specify how much the duty will be. This site implements principle
ITIC of the Guidelines (information about the transaction)
because the Guidelines call for sites only to itemise costs that are
collected by the business.

(-) Once a consumer has been given the opportunity to review
the items in his shopping cart and provide payment information to the
site, the site offers a statement that shipping will be additional. The
site does not provide the specific cost information for such service.
This site fails to implement principle IIIC of the Guidelines
(information about the transaction) for two reasons; the Guidelines
call on businesses both to itemise this information and provide it at a
time that will enable the consumer to make an informed decision on

“whether to make the purchase.

TIP:

The rationale for not requesting that businesses provide
information to consumers on costs that are not collected and/or
imposed by the business was that it would be too burdensome and
next to impossible to provide the specific cost information for each
transaction. Moreover, providing shipping/delivery cost information
may be impracticable until after the consumer has completed the
“ship to” information (e.g. a consumer’s address and delivery option).
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Many sites, however, offer more than a simple notice of the existence
of other routinely applicable costs; these sites provide links to
national and state authorities that provide specific relevant
information on these costs.

Information about the transaction (cont’d.)

Payment process

(+) An online food store provides a list of the types of payment
cards it accepts. When a consumer places an order the site provides
information on whether the item is in stock and informs the consumer
that it will not charge the consumer until the item is shipped. The site
also provides that there are no returns on perishable items but returns
on non-perishable items will be credited back to the same card used
for the purchase. This site implements principle IIIC of the
Guidelines (information about the transaction) because it informs
the consumer of the terms, conditions and methods of payment, (e.g.
which cards it accepts, when the consumer will be charged and how
refunds will be credited).

(-) A Web site accepts several forms of payment cards, but
charges an additional service fee to those consumers who use
payment cards rather than e-money. At the conclusion of the
transaction, the itemisation of the transaction includes the surcharge
for using the payment card. This site fails to implement principle
HIC of the Guidelines (information about the transaction)
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because it does not provide the consumer with the information at a
time when he or she can use it to make an informed decision about

whether to enter into the transaction.

Delivery terms

(+) An online gift shop offers a wide range of hand-made crafts
from all over the world. Although it maintains many of its goods in
its stock, some of the items must be special-ordered from other
countries. Each .item displayed on its Web site contains a link that
specifies whether the item is currently in stock and, if not, an estimate
about when the item will be available for shipping. Also noted is the
fact that sometimes unanticipated delays will occur. For items which
are in fact delayed beyond the estimated shipping date, the online
shop e-mails the consumer updated shipping information, and
requests confirmation that the consumer still wants to purchase the
item. This site implements principle IIIC of the Guidelines
(information about the transaction) because it provide appropriate
information regarding the terms of delivery, including updated
shipping dates and an opportunity to withdraw where delivery is

delayed.

(-) An online shop promises a consumer delivery of a gift item
within one week. After the order is placed, the shop learns that the
item will be out of stock for an unknown period. It does not inform
the consumer about the delay. Three months later, the item again
becomes available. The shop then offers the consumer the option of
having the item will be delivered within two days or withdrawing
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from the. transaction without cost. This site fails to implement
principle IIIC of the Guidelines (information about the
transaction), even though it offered the consumer the opportunity to
withdraw from the transaction, because it did not provide accurate
information about the timing of the delivery (after it learned that it
would not be able to meet its promised delivery date). Here, the need
for accurate disclosures is supplemented by principle II of the
Guidelines (fair business, advertising and marketing practices), which
provides that businesses should comply with any representations they
make regarding policies or practices relating to their transactions with

consumers.

Returns and warranties _

(+) An online automobile site provides information on its return
policy, which is available from any point during the transaction. The
policy permits returns but states that the consumer will be responsible
for the costs incurred when returning the automobile to the business.
The site implements principle IIIC of the Guidelines (information
about the transaction) because it provides sufficient information
about its return policy to enable consumers to make an informed
decision about whether to enter into the transaction.

(-) An online bookstore states that “Our return and exchange
policies comply with the law of Germany,” but provides no details
about these policies. This site fails to implement principle IIIC of
the Guidelines (information about the transaction) because it does

not provide information in a clear, accurate, and easily accessible
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manner.
Effective communication of information

Language
(+) All information (e.g. price and currency, terms and
conditions, etc.) on a Web site is provided only in Dutch. This site
implements principle IIIC of the Guidelines (information about

the transaction) because it only serves consumers who read Dutch.

(-) A Web site permits visitors to select Spanish or French as the
language in which to review information about the goods or services
offered on the site, but provides the terms and conditions of the
transaction and/or the related warranty information only in French.
This site fails to implement principle IIIC of the Guidelines
(information about the transaction) because it does not provide the
consumer with sufficient information in each language to make an

informed decision.

Timing
(+) A Web site provides a terms and conditions menu item, pop-
up menu, or hyperlink on its site that allows a visitor to review the
related information from any page on the site at any time. This site
implements principle IIIC of the Guidelines (information about
the transaction) because it provides the consumer with important
information that can be accessed at any time prior to or during the

transaction.

282



JIELHEEREE (+—)

(-) BHELS - IERZS 52 AR - EBIREE
S B E B SREVIS A2 2HIFR R 44 ~ Sl E D ARFF VIR
BE o ILIBIEREITHRMESIICIREAI (EERR2ZNE
) RATARERIGHMIZHEINES » FHEESEE
%072 093842 (informed choice ) °

SCERPRTE
(+) EHRISRHZ SRR GRS M B RAEED
o] FUENSY RERBIRRAE o IiRILEITIERMBENIC/RR
(BARZZNE ) AATHEEESRREFZFENY
HOEK °

(-) FABUSE B BIR BE 00 75 TUR L A2 SO ARI4-69
B - BRZADREIENGIES o BIGHEIET
IREEEEMNERA - BEKREBITHEARMABSEINICRR]
(BARZ2NEN)  RRERBHESEMIRGEET
BENEUHCER ©

TEERIE

(+) BEEEERREERIEBELIREGD © s%HHIG
& HEBE O RRESLURIRE R AVNRERS » 0]

5

Qul

283

OECDEFHBHEERENAZREEREM

(-) Upon the conclusion of the transaction, a Web site provides
the consumer with an address of where he or she can write for the
terms and conditions related to the transaction and/or the warranty
information related to the products or services. This site fails to
implement principle IIIC of the Guidelines (information about
the transaction) because it fails to provide the consumer with
sufficient information at the time of the transaction to make an

informed decision about such a transaction.

Record maintenance
(+) A Web site provides a date-stamped, printable and/or
downloadable version of its terms and conditions. This site
implements principle IIIC of the Guidelines (information about
the transaction) because it offers the consumer the ability to

maintain an adequate record of such information.

(-) A Web site provides its terms and conditions in a pop-up box,
the contents of which cannot be printed or saved. This site, while
implementing the provision that calls for providing access to the
information, fails to implement principle IIIC of the Guidelines
(information about the transaction) because it does not allow the
consumer the opportunity to maintain an adequate record of such

information.
The confirmation process

(+) A consumer is buying many items from an online department
store. The site allows the consumer to click on an item to view the
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sizes and colours available and then offers an “add to shopping cart”
option. At any time during the transaction the consumer is also able
to view all items in his shopping cart by clicking on a similar option
button. From this same view screen the consumer can modify his
order simply by clicking on the modify button. When the consumer is
finished shopping he can click on the “conclude order” button and the
screen provides a list of all items in the shopping cart and the total
cost of the items including shipping and taxes. At this same screen
there is a “modify” items and “cancel” the order option too. This site
implements principle IV of the Guidelines (confirmation process)
because it gives the consumer an opportunity to identify the goods he
wishes to purchase, to identify and to correct any errors and to
express an informed and deliberate consent to the purchase.

(-) A consumer is buying several books at a Web site and after
adding six different books to the cart the only way for the consumer
to see all the items in the shopping cart before concluding the
transaction is to hit the “back” button. This site fails to implement
principle IV of the Guidelines (confirmation process) because it
fails to provide consumers with the opportunity to identify and
correct or modify their order.

TIP:

While the shopping cart ordering/confirmation process is used in
these examples, there are many ways for consumers to place and
confirm their orders. The most important item in this principle of the
Guidelines is that consumers be offered all of the elements of the
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principle - the ability to identify what they have ordered, the ability to
cancel or modify their order, the ability to see the total cost, the
ability to expressly consent to the order, and the ability to retain an
accurate record. The Guidelines do not dictate in which order these
should be done, they merely require that they all be done before the
conclusion of the transaction.
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