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Abstract

The opening of the Internet to commercial use marked the beginning of the
digital economy. With the widespread penetration of the Internet and the continuous
advancement of digital technologies, the digital economy has become an
indispensable component of both commercial activities and everyday life. As an
increasing volume of commercial transactions has migrated to the virtual cyberspace,
a fundamental legal question has emerged: whether the existing consumer protection
framework, originally developed with physical-market transactions in mind, can be
seamlessly applied to the digital environment, or whether legislative and regulatory
adaptations are required to accommodate the distinctive characteristics and evolving
nature of the digital economy. This issue has become a common and significant
challenge confronting international organizations and major jurisdictions in the
digital era.

Particular attention should be paid to the fact that, in addition to adopting hard-
law measures in the form of consumer protection legislation to regulate business
operators and safeguard consumer interests, international organizations and major
jurisdictions have increasingly relied upon soft-law mechanisms. Such mechanisms
include the issuance of guidelines, handbooks, best practice recommendations, and
other forms of administrative guidance, with the objectives of encouraging business
operators to effectively fulfil their consumer protection responsibilities within the
digital economy and assisting consumers in understanding the consumer disputes
and related information that may arise in digital transactions.

Given that the digital economy is characterized by continuous innovation and
rapid technological evolution, appropriate soft-law instruments play an essential role
in promoting consumer protection for both business operators and consumers

engaged in digital economy transactions. Accordingly, this research project, drawing

viii



upon relevant domestic and international literature as well as the views and
recommendations of scholars and experts in related fields, undertook the preparation
of the Draft Guidelines on Consumer Protection in the Digital Economy and the
Preliminary Draft Consumer Handbook for the Digital Economy, respectively
addressing the needs of business operators and consumers.

Throughout the implementation of the project, the research team accomplished
the following tasks:

1. Conducted a comprehensive review and systematic analysis of the current
development of the digital economy and the emerging forms of consumer disputes
arising therefrom.

2. Collected and conducted an in-depth analysis of consumer protection policy
guidelines and relevant literature issued by international organizations—including
the Organisation for Economic Co-operation and Development (OECD), the United
Nations (UN), Consumers International (CI), and the European Union (EU)—as
well as by major jurisdictions, including the United Kingdom, Japan, Singapore, the
United States, and Australia.

3. Organized and completed two focus group discussion sessions involving
academic experts, representatives of competent governmental authorities, accredited
consumer protection organizations, and business associations, and prepared both
verbatim transcripts and analytical summaries of the participants' views.

4. Conducted six in-depth interviews with academic experts, representatives of
competent governmental authorities, accredited consumer protection organizations,
and business associations, who provided substantive recommendations for
improving the Draft Guidelines on Consumer Protection in the Digital Economy and

the Preliminary Draft Consumer Handbook for the Digital Economy.



5. Based upon an analysis of emerging consumer protection issues in the digital
economy, comparative research on relevant legal and policy documents of
international organizations and selected jurisdictions, the views expressed during the
focus group discussions and in-depth interviews, together with the comments
provided by members of the commissioning authority's review committee,
completed the drafting of the full text of the Draft Guidelines on Consumer
Protection in the Digital Economy, including the accompanying explanatory notes,
as well as the full text of the Preliminary Draft Consumer Handbook for the Digital

Economy.

Keywords: Digital Economy; Consumer Protection; Business Operators; Consumers;

Consumer Protection Guidelines; Consumer Protection Handbook.
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% B ¢ , (Competition and Consumer Commission of Singapore, CCCS ) > ¢
CCCS FRf § TrEm® B Tgs | o T n&'ﬁﬁ%"ﬁﬁf& T Eea
{HoTad BT L R ;k}ir,ﬂ ﬂ X2 B F

% bt CPFTA » 474l if § 4 REER 24182 320 (3 540 0
/2 | (Sale of Goods Act) % 7 =T % %i% %% |, (Unfair Contract Terms
Act) FHp > T BRPF EETE A RBOLETFLRE > BF R

ug\’#']i’ﬁﬁpﬁ%ﬁi‘k‘v;ﬁ‘fq? 'f‘?]fLé;’?:::J guffl _E/‘/z‘]; Té——?‘ f{ °

Fr4ci & ¥ E & (Enterprise Singapore ) *t 2020 & % # % 76 HLik
%% < % (Technical Reference 76, TR 76 ) : T + F 7% 2 % 4y 5l
H 2

z

( Guidelines for Electronic Commerce Transactions ) » H P e >t f ¥ 52
FEAE R G M S R L F R R (23K 0 TRT6
THEFEEN202 EREBDE o A p %‘J?‘:’r.%%ﬁ,&;’ #2025 &
RGBT E 0 510 T SUATER s AT ¢ SR BT R
f G (E%g‘ﬁ;;)g;% e P 5 1 2022 4 o e0fE SR SR A0
TR 76 e T8 i3 37 s A AR 040 k2 - Tho d 17 5 BRI
§_m$fré v EF R B S AT R E ¢ (Singapore Standards Council,
SSC) £ lpdads o 11 2025 31 4 b » T4 M B ELE £ T s > |2
BT A 3 0% ] R s AT Bdp R B 5 AT & (4 Shopee ~ Lazada

% FairPrice) 2. % > 12 2 #7438 7 & % % € ( Singapore Retailers

% HF44 < i (Technical Reference ; TR) fx#7+4c 3 #5848 % ( Singapore Standards System ) T #h- féi%
B2 ity o o %‘r4 # & ¥% B & (Enterprise Singapore) £ #74r 3 {8 ¢ (Singapore Standards

Council, SSC) & 4|7 » F =% wr—’:c > S e (Smgapore Standard ; SS) £ - &t 2 ¥ F fFdpsl2
£ 2 (Workshop Agreement) 2 ¥ chgeiz g > ~F 1t B - & @A RFL L -

% Enterprlse Singapore & Competition and Consumer Commission of Singapore, Enhanced E-commerce

Guidelines to Safeguard Consumer Trust and Foster Competitive E-commerce Market (2025), at para. 1, 4-5.
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SFBLTR 76 chEF M H > sEhmde™
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52 H
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53 3
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7 EEAE
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7.2 - IR AR
73 & L w4 RS
7.4 ¥ pREJL
7.5 fkfzA

" Id. at para. 2.
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-)~*®
I DA R SR VR
At -+ % 60 & K2 i@?]/ﬂ%"’ﬁf_é GreH =0k 54, 60 & X
R TR I R Qs okl w;i & ¢ EigpdE e > B § 3T 1968 & 2
1972 & A2 7 B @;ﬁ%«% R RAS
Product Safety Act )» ¥ 3 & {4 iﬂ" IR B ﬁ A E >
# b

R RN LT 3

2% ,( Consumer
A ¢ ,(Consumer
Product Safety Commission ) » 7 4% 4 41| =)
%%%#gﬁﬁﬁgﬁiﬂiﬁi—%o
q*wﬁ F RS T 0 350 A N 2 2 s BEAE BR
Ao 3 & d Rt % £ B ¢ (Federal Trade Commission, FTC ) ~ B 218 3% i
4 B ¢ (Federal Reserve Board, FRB) ~ & & ¥ %4 ¢ 1 5 (The Food &
Drug Administration, FDA ) ~ i ‘%‘f % & & %3 & ( Consumer Financial
Protection Bureau )~ ij" # —*‘ AHErE g2 02 J(Department of Justice )
S BHER L FT t+_<»\ Pt CFTC ¥Vl a1 & 472 F > gy
4%t Amazon m 2 #-7% (dark patterns ) & 3-2_#;% 5 & » FTC »t 2023 &
6 7 ¥ Amazon #% J) 3732 > A 5%k Amazon i * LA G B 20N hdk G

PR E FRP R REELEHEEE 0 L F s % 2588 0 F 909102016 & 10 7 -
¥ Az F 92
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Fo 18 4%M@3 oL L EF §F2M0ﬁ?ﬁﬁr$&ﬁ
iz 4k % | (Restore Online Shoppers’ Confidence Act, ROSCA ) z_ 4% -

FTC=*+ 2025 # 9 % 25 p ¥ % & Amazon i£ = {rf#% 3% £ ¥ Amazon
’T}“ﬂ Prime ¢ f F#edk * $sidrendg 2450 0 A ‘,‘sf;‘}}i'%"fﬁl%%i’f%g
6 H4e » Prime ¢ A3-% 0 T é.i}i'%”f?‘f%c »fs i HEp1i2 ) Prime € B PR
i% o 5% 2 > Amazon @& * AELH G B TG R g ~ P A eI LA
& * ﬂ IR SRR St ‘)ﬁ'%”j"ﬁéﬁ” p ¥ 37 Prime € B PRA% o 227 FTC
¥ ALK 14 > Amazon T' R A 10 mE AP NE NI BREL R T
A BHN A QLI il F 4B 1S RF Ao F iR A gy

Prime € § FH2 7 5%

2B gAG Mgl BRE

FTC F = bk y T3 Ty f F #ikdp 3l &, (Competition and
Consumer Protection Guidance Documents ) & % » L& FTC #74 7| ehidg 51
v VB AN R RS G M T g RT3 E RS 1R FTC
oAz ETIE o B L R4 7452

#90 FRENL S LR T A BB P xﬂ-é}a Bz dpal> i

FRAMNRIILR I ER KGR FHFFET ML 2
FHp Y - R
2023 # 97 14 p |FE2E AR BEWY EMR L2 BT
Bilad R R R RS HEF “5‘_%’—%2??’{%#']7‘(
x 5 ?iz
ﬁ» i
J

BE K ER2E bR

2012 #3 " 1P

2009 # 12 * 31 p

80 Restore Online Shoppers’ Confidence Act, https://www.ftc.gov/system/files/fic_gov/pdf/amazon-rosca-public-
redacted-complaint-to_be filed.pdf (last visited June 10, 2026).

81 Federal Trade Commission, FTC Secures Historic $2.5 Billion Settlement Against Amazon, FTC (Sept. 25,
2025), https://www.ftc.gov/news-events/news/press-releases/2025/09/ftc-secures-historic-25-billion-settlement-
against-amazon (last visited June 10, 2026).

62 Federal Trade Commission, Competition and Consumer Protection Guidance Documents,
https://www.ftc.gov/enforcement/competition-consumer-protection-guidance-documents?page=0 (last visited June
10, 2026).
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2009 # 10 * 15 p [AR 24 ¢ i * A3 frfi i
LR AR R R U S N A
IRPAL§E DELAR 2 E R
FRKR D FRMITE LR g (2025); 773 BGfEL

2008 & 12 * 1 p

(=)~ ®=H
ENIE A A - s SER I

BB B B @ H EE x5 2010 & 4w A E R —"ﬂz,; %
(the Competition and Consumer Act 2010, CCA) Tz T /ﬂ oE Rk
( The Australian Consumer Law, ACL ) o #2010 & ] &_30 it = £ a0 » JEW

T - B g Rk A g 1974 & 47| LEHE 5 2 (The
Trade Practice Act 1974, TPA ) » {a%g & R % (7 5 P L 5 %
FHEERLOZ2EHNRI IR RN LT Hp T
5N Al SER SRR R AN 3 AN ERL LR S IR Rt
32010 # 12 7 i 4 CCA/ACL % gk TPA » o TR 2 ) § ¥

R ¢ , (Australian Competition and Consumer Commission, ACCC) # = #4
ER o AT 2011 & 1P 1 P ARE (T o Gf ’5':“,'5’:3'}~’-l<”3§ﬁ‘“jf»ffu-— 2,
4%£@145'*?ﬁm

8 Federal Trade Commission, Competition and Consumer Protection Guidance Documents,
https://www.ftc.gov/enforcement/competition-consumer-protection-guidance-documents?page=0 (last visited June
10, 2026).

64 FOAF o AR 52 F 27-30 0
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Fi) dz % B ¢ (Australian Competition
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AR 1994 & 1P pw R G i 2o AHEESY ﬁ@&
PR EANTE BA R i M T AR ER ﬂ [RE S
B OoORFH FRFELIEARA > 22 1988 & 12 7 2k %k 0o d 66 =
S-S s SER S %2;‘#65’&’&3&““ # i3
%a%?1994ﬁ1@33§ﬁ— ﬁﬂ’ g

e ZeR T REL A VERARY EEZAFREFR EF
SRR F Y 2 pFR g o pUERRFE 2w ¢ 5 FTLEE
B3 TR 3 T 24 (electronic data interchange, EDI) ¥ 5 7 741
Lo At FRApHEHTF L 19 EZRRARFEAEE e FHET P

e id e R 4% PR 7+ | (Commercial Internet eXchange, CIX ) » = 5 % —

—

B ¥ Motk ~ & 8 (network access points, NAPs ) » = 2% i "%
B TR EAASER T - AR CIX LR
o EARE & AR e d CIX -2 FR 7 E A £ € 301995
EE- BB RREERTF ER Y 247K T U R A
AP %); S VS SE N B L

BB AR SRR R s (1994 & 10) - ER B S
JEEOE T EEETR I IARER - FPR RO F F i A

E

1
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"‘3’\!‘

VEL

PR FLBEOH G FEEF FEW T H N R 2 P M
BAFX Y REZER P ELDNERRD o T FrRY R AR
gzgigj%gf\um7&kw§ﬁﬂzF%ﬁg&%éﬁ@ﬁiz.i%f%éﬂ

O A 22BN % 77T 5% 1028 22138 F 260 1988 & 12 7 o

66 Orgamsatlon for Economic Cooperation and Development, Internet Traffic Exchange, OECD Digital Economy
Papers No. 34 (1998), at 15.

87 Joanna Kulesza, US4 Cyber Surveillance and EU Personal Data Reform: PRISM's Silver Lining?, 2 GRONINGEN
J.INT. L. 72,77 (2013).

1994 & 1 7 F i) B2 § 40 FR LT FRIRIFERE FRIFFFEAARRKETFER %

35



FMB RO MNREEF LA CARFTENY I REESL
B ER AR RS R AR RS SRS TR
2R TE o BEARZEE ¢ SFEA S ‘
HELBY =& O
FLBERL P s @p Fnt ey - 1 fEEYFEY T
B R TR ko B R R L AL O ¢
(%ﬁg%)J\ﬁ%%ﬁlE@i§?*”$%?ﬁ$%igﬁﬁ’
oA ¥ FM (GA) YRR b T2 A ¥

e
£
o

%fiiﬁﬁ%éﬁ%%%ﬁﬁi*%wiéﬁﬁmﬁ“%&**i
R A0 B2 2003 # O REEFE BT 0 A RE R -

S RIREEREESEARY G F FEZHIZEE
()3 I FIR LA EALS

WEEAT 2003 F 1 P EFBE o ARG TEEE Pkl v
B TRERR - A CEBRBEATEFDLEFE S LS
RFIF2 2 R o d TIF AR IR F DG ) R ERE R R

TR EEE M TR MR T
FEAAR T EARLRIAE T PP

uﬁmﬁ&ﬁ%aﬁk%ﬁﬁ%%ﬁ’ﬁﬁiWﬁd£é%&@ﬁ?ﬁ

"TEF R WEE%%?4%ﬁ”ié§$£ﬁ$é#@%ﬁ%—éi@

?ﬁ%ﬁiﬁaerﬁﬁ@éiﬁgunﬁhw& SAELR CFHINEFE 2R FEFER
WEEA S 2RPEEEYFRA28E BG40 - ogonimd [Frees |- A wwumfww
ET70 RN dx TRk R g kLR 6

O FEc FEEELR § 86 40 85p¢ﬁf“‘mm2%mo

1994 & 10 R Rz 5 2 S SHRTL MM e FEF FuEmFLAAREEo N A5 H

S S ER LT

36



TECHEE § S - FEAZ T SRR G RS Y

=
!

 iEbrE P ML o 4 B

réfiﬁi%l P - WA RERTRI K > ET R

3

R % = 2 Ao B

" % #1l4q £ (Consumer Rights Directive) "2 p & T 2 ¥ 2 %

i J(*jf BEl2 )RR FER T E G
iR AN - RIS 2015 # 60 LA
TR ¢

22015 & 6 " i3 1 i iRk

3
SRR

WHER] o - HFETNE PSRRI ARG D]y BT R R
Bl B UREA fRR PR 2 i R kR 2 R B
3‘$ﬁ‘ﬁﬂ*/ma‘Wﬂ“ﬁﬁﬁi%%mwfﬁwﬁ P5h

A ) P - SRET I RAZR IR LK 2

iiﬂ?’ﬁ'ﬁ;«ﬁf}"—,6\ ¢ 4t @A fES 5

2 S AN

B i E 8 IR

™! Directive 2011/83/EU of the European Parliament and of the Council of 25 October 2011 on consumer rights,
amending Council Directive 93/13/EEC and Directive 1999/44/EC of the European Parliament and of the Council
and repealing Council Directive 85/577/EEC and Directive 97/7/EC of the European Parliament and of the Council

Text with EEA relevance, O.J. L 304 2011.
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